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HaunoHaibHbIH aBHALMOHHBIN YHUBepcuTeT, Kues

KOHBEHEPHBIH AHAJIOT MATPHYHOI' O ITIPOTOKOJIA
JIHODPU-XEJI/IMAHA

Ilpeonooicen sapuanm nocmpoeHuss MampuyHo2o auanoea npomokona upgu-Xeiimana,
UCNOTL3YIOWEe20 Npoyedypy KOHBEUEepHO20 OOHOBNIeHUs CEKPEeMHO20 OUHAPHO2O dleMenmd,
UCNONbL3YeM020 0 (POPMUPOBAHUSL  CEKPEMHO20 KNo4ua  WUGposanus 1e2aiu308aHHbIMU
AOOHEeHMAMU OMKPLIMOU KOMNbIOMEPHOU cemu. B omauuue om Knaccuueckoco npomoxona
npeonazaembvlil aneopumm c60000eH Om amaxu Muna «4el08ex nocepeouney.

Knrwouegwie cnoea: nenpusooumvle nonunomsi, noasa I anya, mampuyst Ianya u Qubonayuu,
KPUNmocmouKoCcms npomoxo.d.

BBenenue u mocTaHOBKA 3a1aYH

Knaccudaeckuii nmpotokon Juddu-Xemmmana ( DH —npoTokon, anroputM) npeaHazHAUYCH
it GOPMHPOBAHUS CEKPETHBIX KIIO4ed mudpoBaHus WHPOPMALUN JIETaJH30BaHHBIMU
aOOHEHTaMH KOMIIBIOTEPHOW CETH MO OTKPBIThIM KaHaiam cBs3u [1]. B DH —anropurme
IIpeIoyiaraeTcs, 4rto JIeraJu30BaHHbIM aboHeHTaMm ceTu (Asuce U boOy) M3BECTHBI OTKPBITHIE
KIIOYH p W (, IpUYeM p ecThb OOJBIIOE MPOCTOE YHCIOo, a (— oOpasytommuid snement (O2)

MYJIbTUIUIMKATUBHOW TPYIIIIBI KOJIbLA BHIYETOB 110 MOAYJIIO P TakoH, yTo (< pP. AOoHeHT Amuca

reHepupyeT cliydaiiHoe Oojbplioe 4YdCciIo a< p, Bbuucmier 3HadeHune A=q°(modp) wu
nepecbutaer ero boOy. B cBoro ouepens boO renepupyer cimywaiiHoe Oombinoe uucino b< p,

BRIUKCIIAeT 3Hauenue B =q°(mod p) u mepeckimaer ero Ammce. Janee, ab0OHEHT AJHCA BO3BOIHUT
nojiyueHHoe oT boOa unmcno B B cBOIO cilydailHyl0 CTENeHb & M BBIYMCISAET 3HAYEHHE
K, =B*(mod p) =q™(mod p). Amanormuso mocrymaer bo6, Bemmcnss K, = A°(mod p) =

g*(mod p). OueBmmro, 4T0 0Oa aGOHEHTA ITOMYYAIOT OJHO M TO ke WHMCIO K, TOCKONBKY
K,=K,. Oto uncno K Amuca u bo6 Moryr mcrmonb3oBaTh B KadecTBE CEKPETHOTO KIIOYA,

Hampumep, Ui CUMMETPUYHOro IM(pOBaHUs, MOCKOJIbKY NpoTUBHUK (EBa), mepexBaTuBIIMi
yucia A u B, He cMoxer BocmpousBecTH Kiod K, Tak Kak BCTPETUTCS C TNPaKTHUYECKU
HepaspemuMon (3a pa3yMHoe BpeMsi) mpoOieMoil BerurciaeHus K, eciu TOJAbKO 3HaU€HUs p, a U

b Obutn BBIOpaHBI HocTaTO4HO OOnbumMMHU. OCHOBHOHM HemoctaTok DH —anroputma coctouT B
TOM, YTO COOTBETCTBYIOIIUI MPOTOKO (POPMHUPOBAHUS CEKPETHBIX KITFOUEH TOJBEPKEH aTake THIIA
«4eJIOBeK mocepearnHe» [2].

B psage pabor [3]-[5] mpemnoxxeHsl marpuyHble aHanorn DH —mporokona, kKoTopbie
TaK)Ke He SIBISIOTCS CBOOOJHBIMH OT aTak ymomsiHyroro Tuma. Kak moka3zaHo B [6] MaTpuuHbIi
nporokon Eporma-CkyparoBa [3] jerko B3iambIBaeTCs MOCPEACTBOM KHTAHCKOW Teopembl 00
ocratkax [7]. IIpobiema KpunTocToiKOCTH mpoTokosna MerpenumBuin [4] ocTaeTcsi OTKPBHITOM.
ITponienypa ¢gopmupoBanus kiroda mugppoBanus K B marpuuHoM ananmore DH —mnporoxona,
npeanaraeMoro B [5], cocrour B cienyromeMm. AOOHEHT AJjmca BBIOMpAeT CEKPETHBIH

IPUMUTUBHBIH 21eMeHT ®, noust GF(2"), nopoknaemoro HenpuBoanMeim noinsomom (HIT) f,
cTerneHu N, GopMupyeT NpUMUTHUBHYIO MaTpully ['amya Gg(”a) , BeIauciseT Bektop V, =V -fo”a) "
n n

noceutaer ero boOy. HeBeipoxxneHHast kBaapaTtHas marpuna G sSBISIETCS NpUMUMUBHOU, €CITH
MOCJIEI0BATENBHOCTh CTeneHei 3Toit MaTpunbl B noie GF(p) oOpasyer mocnenoBaTelbsHOCTD

MaKCHMAaIIbHOM JIIHHEI (M —I0CIEI0BaTENLHOCTE), pasHoii P" —1. B cBoro ouepens 5ob BeIOupaeT
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OPUMUTHUBHBIN 3J1eMEHT ,, (GOpMUpPYET NPUMHUTHBHYIO MaTpHILY G(fmb), BBIYUCIISIET BEKTOP
n

V, =V-G$°’b) u mnocbutaer ero Ammce. Ilocne asTtoro o6a aboHEHTA YMHOXAKOT BEKTOPHI,
n

IIOJIyYEeHHbIE OT MapTHEPa, Ha CBOU CeKpeTHble MaTpullbl ['anya. TeM cambiM Oyzaer chopmupoBaH
o0wmuii cekpeTHbI Kimou K , MOCKOIbKY IPOM3BEACHNE IPUMUTHUBHBIX MaTpull ["anya Ha oqHUM U
tem ke HIT f, kommyraTusHO. CieioBaTensHo,

Ky =V, G =V .G™.G{™ = K,=V,-G{* =V .G{". .G (1)

HeoOxonuMble W J0CTaTOYHBIE YCIOBHS MPUMUTHBHOCTH M KOMMYTATHBHOCTH MAaTpHI
["anya yTOUHSIOTCS B CIIEYIOLIEM pa3jiene paboThI.

Bmecto 6a30BbIX (Kak M CONpPSIKEHHBIX) MaTpull ['anya, ¢ paBHBIM YCIIEXOM B MaTpUYHOM
anaimore [5] Moryr OBITh HCIIOIB30BaHBl O0OOIIEHHBIE JBOMYHBIC MaTpuibl PrOOHAYYH,
o0Jafaronme TeMH ke CBOMCTBAMH (TPUMUTUBHOCTH U KOMMYTAaTHBHOCTH), YTO U MaTpHLbl [ amya.
CylecTBeHHBIH HEJOCTAaTOK aHAIM3MPYEMOro MPOTOKOJIA, Kak OyleT MOKa3aHO HUXKE, COCTOMT B
TOM, YTO JUI JAHHOTO aIrOPUTMa XapaKTepHa HU3Kast KPUITOCTONKOCTb.

Ocnosnasa 3a0aua uccnedoeanus, TIOCTaBICHHas B CTaTbe, COCTOMT B pa3paboTke
MOOupuyuposantoeo BapuaHTa MaTPUYHOIO aHaiora MpoTokoia [5], KOTOpBIM, BO-TIEPBBIX,
JOCTUraeTcs CYLIECTBEHHOE IOBBIIMIEHHE KPUINTOCTOMKOCTH  alrOpUTMa U, BO-BTOpBIX,
YCTPAHAIOTCS aTaKH Ha MPOTOKOJI TUTIA «UETOBEK MOCEPEIIMHE.

AHAJIU3 KPUNTOCTORKOCTH MaTpuuHoro anajora DH —nporoxkoJia [5]

B mpomecce popmupoBaHus cekpeTHBIX Kitodyel mmdpoBaHus aboHeHTH Ammca u boO
0OMEHMBAIOTCS IO OTKPHITHIM KaHaJaM CBS3H, KAK OTMEUEHO BhIIIE, ONHAPHBIMU BEKTOPaMH N —TO
nopsaka V, u V,, oOpasyeMbIMU IPOM3BEJECHUEM OTKPBITOIO BEKTOpa MHHMLManM3auuu V u

WHIUBUAYAIBHBIX 7151 K&KJ0T0 aDOHEHTa CEeKPETHBIX MPUMHUTUBHBIX MaTpull ["amya chwf‘) u Ggwb)
n n

cooTBeTcTBeHHO. CuHTe3 Matpul] ['ajiya ocyiiecTBiseTCs B COOTBETCTBUM C METO/I0M, Ha3BaHHBIM
METOZIOM  OuazoHanvno2o 3anonuenusi [8]. CyTh 3TOro MeToJa COCTOMT B CICAYIOLICM.
OGpasyromuii >JIEMEHT ), ABISIONIMICS IIPUMUTHBHBIM d11eMenToM mosist GF (2") , mopoxkmaemoro
HIT f, , pasmemaercs B mpaBoM yIily HWKHEH (IepBOH) CTpOKM MaTpuisl N—ro mopsaaka G.
DJNEMEHTHI 9TOW CTPOKH, PACIIOJIOKEHHBIE JIEBEE ), 3AMOIHAIOTCSA HYJIsIMHU. [locnenyromue ctpoku
Matpuiisl G (10 HampaBJIEHWIO CHU3Y BBEpPX) 00Pa3yIOTCS MPOCTHIM CABUTOM Ha OJHMH Pa3psl
CIpaBa HAJIEBO MNPEABIAYHIINX CTPOK MaTpULbl, IPUYEM CTaplIUE paspsaibl CTPOK, COAEpIKAILUE
HyJU, TEpSIOTCS, a B IIpaBbleé OCBOOOXKIAIOIIMECS OJEMEHTHl 3alMChIBAIOTCA HYNIH. Takas
nporenypa GOpMUPOBaHUS CTPOK HOCHT Ha3BaHUE Kpy208ou npokpymku (IMKINYECKOTO CABHIa)
Ha OJIMH pa3psj 10 4acOBOM cTpenke. Eciy nmpu 3TOM JIEBBIM 2JIEMEHT CIIBUTAEMOM CTPOKH PaBeH 1,
TO BBINOJHSETCS OOBIUHBIA CIABUI CTPOKM HA OJUH pa3psij BieBO. Pa3psaHOCTh MOJOOHBIX CTPOK
CTAaHOBUTCS HAa €IMHHUIly OOJIbllE MOpsAKa MaTpullbl. BekTophl, OTBeuarolue TaKUM CTpPOKaM,
npuBofATcs K ocrarky mo moxymo HIT f, . Tem cambIM 1inMHa BeKTOpa TakKe NPUBOAUTCS K

BEJIMYMHE, paBHOM N OuUTaM.
ITpumep matpuis! amya BockMoro nopsiaka ¢ mapamerpamu »=101101 u f; =101001101,

IIOJIyYEHHOM Ha OCHOBAaHUU METOJa TUArOHaJIbHOIO 3aII0JIHEHHUS, IPEACTABIICH BIPAKEHUEM
1001010
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Ecni ®, ¥ @, —NPUMUTHBHBIC SJIEMEHTHI paciuupenHoro mnons lanya GF(p"),
nopoxaaemoro HII f , To matpunam Gg:)a) u ch:’b) CTaHOBATCSI TPHCYLIM KaK CBOWMCTBa
MPUMUTHBHOCTH, TaK M1 KOMMYTaTHBHOCTH. Ha MPOCTBIX YMCIOBBIX MPUMEPAX JIETKO yOSAUTHCS B
TOM, 4YTO MYJBTHUIUIMKATHBHBIE TPYIBI, IOPOKAAEMbIE MaTpUllaMd N—T0 MOpsaKa G&:’),
U30MOpGHBI TPYIMIaM, MOPOXKAAEMBIMH 00pa3yIOMIMMH 3JEMEHTaMH () 3THX Marpul. B camom
jierte, MycTh, As mpuMepa, N=3 u o=11— npuMuTuBHbi s1ement noms GF (2°), mopoxmaommit
nonuHoM kortoporo ectb HIT f; =1011. IlocnenoBaTenbHOCTh CTENEHEH S MaTpHUILbI Gl%})l HaJ
noiem GF(2) cenena B tadi. 1.

Tabmuma 1.
MynbsTUIUTHKATHBHAS Tpynna Matpull [ amya
S G* S G® S G* S G*
1 00 111 010 110
0/(0 1 0|1 110|200 1||3]|0 11
0 01 011 1 01 1 00
0 01 011 101 1 00
4 1 01||5||12 0 O||6 |1 1 1 7110 1 0
1 11 010 110 0 01

W3 aHanu3a mMaTpull, OpeJCTaBIECHHBIX B Taba. 1, mpUXOAUM K CIeAyroLUM BeiBogaM. Bo-
HEPBBIX, TIOCJIEAOBATEIBHOCTD cTeneHel Matpull G 00pasyeT mocinea0BaTeIbHOCTh MAKCUMAIbHOM
JUIMHBL (M —TI0CIe10BaTeNbHOCTh). A 3TO O3HadaeT, 4ro Marpuusl G, mopoxxaaeMsle
IIPUMUTUBHBIMHA JJIEMEHTAMHU (), SBJISIOTCS NMPUMUTHUBHBIMUA MaTpuuamu. [, BO-BTOPBIX, Kaxaas
creneHb S MaTpuibl G MoXeT OBITh MOJyYeHa METOAOM JAWArOHATBHOTO 3aIONHEHHS, MPHYEM

obpasyromuii siaemeHT Marpuisl G°, 0003HAYUM €ro (), ONPENENAETCS COOTHOIIEHHEM
o, =0’ (mod fn) . U, xak crneacTBue BTOPOro BBIBOJA: MYIbTUIUITMKATUBHAS TPYIIA, TOpOXKIaeMast

Mmatpunieir G m3oMopdHa MYJIBTHILIMKATUBHOW TPYIIE, MOPOKAAEMON 00pa3yrOIUM SJIEMEHTOM
9TOU MaTpPHIIBL.
O4eBHIHO TakXke, YTO €CIM M —IOCIEA0BaTENbHOCTh (QOPMUPYETCS MNPUMUTHBHON

MaTpuIeH Gg:’a) , TO HalfeTcsl Takas CTeNeHb K ATOW MaTpHIbl, KOTOpas MPUBOIUT K PAaBEHCTBY

Gf(:’b) =[G$:’a) ]k. CrnenoBarenbHO, MAaTPHIIBI Gg:’f‘) 51 GE:”’) MPUHAJIEKAT OJHOM U TOM XKe

abenesoti TPyNIE MAKCUMAJIbHOTO MOpsAKa IO YMHOXEHHIO HE3aBUCUMO OT TOro, Kako
NPUMUTHBHON MaTpHIel mopoxaaeTcs ata rpynna. M3 Toro, 4To npou3BeieHUE 3J€MEHTOB JIF000H

a0eJieBOM TPyIIbl KOMMYTAaTHBHO [9], MPUXOAMM K 3aKIFOUEHHIO, YTO MPOU3BEICHUE MATPHII Gg:)a)
u Gg:’b) TaK)K€ KOMMYTAaTUBHO.

TakuMm oOpa3oM, IPUXOIUM K 3aKJIFOUEHHUIO, YTO MPUMHUTHUBHOCTh O0Pa3yIOIINX 3JIE€MEHTOB
o, 1 o, nomst GF(p"), mopoxmaemoro HII f,, sBiaseTcs HEOOXOAUMBIM M [OCTATOYHBIM
YCJIIOBUSIMU IPUMUTUBHOCTH U KOMMYTaTUBHOCTH MaTpul [ amya Gg:’a) u fon”b) .

CYH_[CCTBCHHHﬁ HEAOCTAaTOK PpPaCCMOTPECHHOI'O aJIrOpUT™Ma (I)OpMI/IpOBaHI/ISI CCKPCTHBIX
KITI0UeH IHI/I(l)pOBaHI/IH JIETAJIN30BAaHHLIMKU a0OHEHTAMH CETHU 110 OTKPBITBIM KaHajJlaM CBA3U COCTOUT
B TOM, 4TO npe;maraeMLIﬁ CII0CcO0 CHUHTE3a MaTpun Fanya (HO MCTOAY AWMArOHAJIbHOI'O 3aIlIOJIHCHUA
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CTPOK 3THX MAaTpHI]) COACPKUT B ceOe yrpo3y JOCTAaTOYHO MPOCTOTO B3JIOMa MPOTOKoja. Jlis
MOJTBEPAKICHUS BBICKA3aHHOI'O IPEATION0KEHUS PACCMOTPUM BEKTOP

V, =V -G, (3)

bopmupyeMslii aboHeHTOM AJHca.
W3 Teopur MHOTOUYJICHOB (MOJMHOMOB) OJHOHM TMEpEMEHHOW, KOTOPYH O0O3Ha4YuM X,
u3BecTHO [10], 4To yMHOKEHHE TIPOU3BOIILHOTO TTOJIMHOMA @), (X) CTEIEHH N Ha X SKBUBAJIECHTHO

IMpoCTOMY CIABUTY ITIOJIMHOMA Ha OAWH pa3ps BJICBO U, COOTBETCTBCHHO, YBCIIMUCHHUIO HA 1 cremen
IIOJIMHOMA, T.C.

X0y (X) = 0.1 (X). (4)

Bocnonb3oBaBuinck BelpakeHueM (4), mpeacraBum Marpuny [anya Gg;”a) nopsiaka N

COOTHOLIICHUEM
X" o X"
X" o x"2
Gi¥= ... |=o .. |=0-gr(x)(modf,), (5)
X X
® ) 1)

B xoTopoM @f 5 (X)=X""+X"? +---+ X+1- nonunom crenenn n—1.
Ha ocnoBanuu cootnorenuii (3) u (5) monyunm
Va (X) = 0,9y (%), (6)
rie
@y (X) =V '(pn—l(x) =V !
IOCKOJIBKY BEKTOP-CTOJIGEL, COOTBETCTBYIOUMI omuHOMY @1 (X), cocrout u3 N wucen 1. Tem
caMbIM ypaBHeHHE (6) MOXKET OBbITh ITPEJCTABICHO PABEHCTBOM
V,=0,-V, (7)
B KOTOPOM BCE KOMITOHEHTHI H3BECTHBI 32 HCKIIIOYEHHEM KOMITOHEHTa ), . Paspemas paBeHcTBO (7)

OTHOCHTENIEHO ), , HAXOJUM
-1

w, =V, -V (mod f,). (8)

PaccmoTrpum udncnoBoii npuMep. BocnonbszyeMes MaTpuuen Gg(n”a) , 34JJAaHHOU BBIPAKEHUEM

(2), cormacHo kotopomy N=8, ®,=101101, a HIT f; =101001101, npudem fgq —OTKPHITHIH, a

(0, —CEKPETHBI KIII0Y IPOTOKOJAa. B KadecTBe BEKTOpa MHHULIMAIM3AIMK BBIOEPEM BEKTOP

V =11010010, kortopoMy oTBedaeT oOpaTHBII mo Moxymo f; Bekrop v1=110010. Ha
ocHOBaHuM TnpeoOpazoBanus (3) momydnm V, =10111111. TloncraBuB 3Ha4eHHsA BEKTOpPoB V, H
V' B npaByio gacTh BbIpaxkeHHs (8) ¥ IPHUBO/S POM3BEICHHE BEKTOPOB K OCTATKY 110 MOYITIO
fg, MpUXOAMM K HMCKOMOMY (CEKpPeTHOMY) K04y (0, a0OHEHTa AJUCH ,. AHAaJIOTHYHBIM
obpazom EBa HaxoaumT cekpeTHBIN K04 , aboHeHTa boOa. Ilocne ompenenenus kiaroyeid o, H
@y, TIpobieMa BEIYMCIIEHHs CEKPETHOTO Kito4a K cTaHOBHUTCS TPHMBHAJIBHOM.

KonBeiiepHublii MeToa (pOpMHPOBaHNUS KJIKOYEH

CTOHKOCTh PAacCCMOTPEHHBIX AJIBTEPHATUBHBIX IPOTOKOJIIOB MOXXHO JOBECTH IO YPOBHS
CTOMKOCTH aJITOPUTMOB, OCHOBAHHBIX Ha MpobOiieMe (pakTopu3aluu MOAYJIBHBIX MPOHU3BEIECHUI
OOJIBIIMX 4YHCEN, €CIM JOMYCTUTh BO3MOKHOCTh CYIIECTBOBaHMS CEKPETHOro mnapamerpa 0,
M3BECTHOTO Kak Aunwce, Tak 1 boOy.
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Momudukarust  npotokona [5] cocrour B cineayromeM.  [IpearnoniokuMm, — 4TO
Jeran30BaHHbIe a0OHEHTBI CETH pacIoyiaraloT CEKPETHBIM IMapaMeTpoM 6, MpeacTaBiIsIONIUM
co0oif 1BOMYHBINA BeKTOp N—ro mopsaka. [lapamerp O Moxker ObiTh mepenan oT Anucel kK boOy
(w1 HA00OPOT) TEM HWJIM MHBIM CIIOCOOOM, Hampumep, ¢ moMoulpio npotokoina RSA [11]. Anuca
reHEepUPYET CilydaliHoe N —OMTHOE YHCIIO (), , BBIYUCIAECT 00Pa3yIONIMi JIEMEHT

0, =w,-06(mod f, ), 9)
(6a)

C MOMOIBI0 KoToporo dopmupyeT marpuiy [ amya an , ompenenser Bekrop V, =V -G(ffa) u
otnpasisier ero boOy. Ananornmuno nocrymnaer bo6, Hampasiss Anuce Bekrop V, =V -G(feb), B
xotopom 6, = @, -6(mod f,).

Kak mnokaszaHo Bellle, oOpasymomue 31eMEeHThl 0, u O, Jerko BBIYUCIAIOTCS W,

cliefoBaTenbHO, aboHeHThl Anrca 1 bob (Ho He mpoTuBHHK EBa) MoryT 6e3 mpolieM onpenenuThb
CEKpETHBIN MmapameTrp » mapTHepa. Tak, Hampumep, Ha ocHoBaHuu (9) aboHeHT boO HaxomuT

0, =6, -6‘1(mod f,), 4TO IpeoCTaBISET eMy BO3MOXKHOCTb (AHAIOTMYHO M AJIMCE) BEIYHCIHTH
oOmmit cekpetHbid kimou K =(oa-0)b(m0d fn). Kmtou K (unm Hekoropas (yHKIUS OT HEro)

MOXET OBITh TPUHAT B KauyecTBE CeKpeTHoro mapamerpa 0° =K s odepennoro ceanca
(bopMHpOBaHUS CEKPETHOTO KITF0Ya MU(POBAHUS 110 OTKPHITHIM KaHAJIaM CBSI3H.

Takolt crmocod ¢opmupoBaHus KiIouyell MM(POBaHUS Ha3BaH HAMH  KOHBEUEPHBIM.
KonBeiiepHblii alropuTM MOXeET OBITh 3aJeiCTBOBAaH B 0OOMX PAaCCMOTPEHHBIX BHINIE BapHaHTaX
aJIbTEPHATUBHBIX NPOTOKOJOB. [IpenMyiecTBO KOHBEHEpHOro anroputMa (OpMHUPOBAHUS
CEKPETHOTO KII0Ya MHU(pPOBAHUS JIETAIN30BAaHHBIMI a00HEHTAaMH OTKPBITOH KOMIBIOTEPHOH CEeTH
COCTOUT B TOM, YTO Ipe/UlaraeMblii MPOTOKOJ CBOOOJIEH OT aTaKH THIA «YEJIOBEK IOCEPEIHHE».
JlaHHOE CBOWCTBO MPOTOKOJIA IMPHOOPETAETCS 3a CUET BKIIOYCHHS B OOpa3yrOIIUE 3SJIEMEHTHI
Matpull ['amya cekperHoro snemeHTta 0, u3BectHOro Tojibko Amnuce u boOy. JlroGas mombiTKa
3aMeHbl IIPOTUBHUKOM EBOil Ha cBoil 2neMeHT 0, IpUBOAUT K TOMYy, uTo EBa OKka3pIBaeTCs HE B

COCTOsIHMH BBIYMCIIUTHL HAPAMCTIPBI W, H @), . A at10 0O3Ha4yacT, 4To EBa oka3wpIBaeTCs TakkKe HE B

COCTOSIHMM OIIpeNIeNUTh 001l Kintod mudpoBanus K .

BriBoabI

B cratbe mnpoBeneH aHanM3 W3BECTHBIX MATPUYHBIX AJITOPUTMOB OOMEHa KIHOYaMu
mMdpoBaHus MeXJy aOOHEHTaMHU KOMIBIOTEPHON CETH MO OTKPBITBIM KaHaiaM CBA3H. B oCHOBY
QITOPUTMOB MOJI0XKEH MOAU(UIIMPOBAHHBIN acuMMeTpuuHbIi npoTtokon uddu-Xsmimana (DH).
CyTb MOIUGUKAIIMHM CBOAUTCS K 3aMEeHE OOJIBIINX MPOCThIX ynces anropurMa DH rapanTiupoBaHHO
HEBBIPOXKJIEHHBIMU MPUMHUTHBHBIMU JABOWYHBIMU MaTpULlaMU BbICOKOro mopszaka. IIpemnaratorcs
METO/bl CHHTE3a TaKUX MaTpHI], Kak Ha OCHOBE 0OOOILIECHHBIX KOAOB I'pes, Tak M HEMPHUBOAMMBIX
oJIMHOMOB. Pa3paboTaHbl HOBbIE MaTpUYHBIE NMPOTOKOJIBI OOMEHa KIII0UaMU, IPEBOCXOSIINE 110
KpUNTOCTOMKOCTH npoTokoisl Epoma-CkyparoBa u MerpenuiBuin, OnucaHHble B JaHHON pabore.

[Ipennaraemele BapUaHThI BEKTOPHO-MaTPUYHBIX IIPOTOKOJIOB oOMeHa
KpUNTOTpapUUECKUMH KJIIOYaMH MO OTKPBITHIM KaHalaM CBS3M HUMEIOT XOPOILIYI0 MEpPCHEKTHBY
MIPUMEHEHHUSI B CUCTEMaX KOMIIBIOTEPHOTO CUMMETPUYHOIO MHU(POBAaHUS B KOMIBIOTEPHBIX CETSIX,
3alIMIIEHHBIX OT IOJMEHBI JaHHBIX, oOecreyrBas HEOOXOAWMBIH YpPOBEHBb 3alllUThl CEKPETHBIX
KJIFOYel OT HECAaHKIIMOHUPOBAHHOT'O JIOCTYIIA U aTaK! THUIA «YEJIOBEK IMOCEPETUHE.
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Beletsky A.J., Beletsky A.A.

National Aviation University, Kyiv

CONVEYOR ANALOG OF MATRIX DIFFIE-HELLMAN PROOTOKOL

A variant of the construction of the matrix analog of Diffie-Hellman based on pipelined
binary update secret element used to generate the secret key encryption legalized subscribers open
network. In contrast to the classical protocol proposed algorithm is free from the attacks of the "man
in the middle."”

Keywords: irreducible polynomials, Galois fields, Galois and Fibonacci matrix,
cryptographic protocol.

Binenbkuii A.51., binennknii O.A.

HauionanbHuii aBianiiinuii ynisepcurer, Kuis

KOHBEEPHUI AHAJIOT MATPUYHOTI'O ITIPOTOKO.JY II®®I-XEJJIMAHA

3anpornoHOBaHO BapiaHT MOOYAOBH MaTpU4HOro aHajora mpotokony Hipdi-Xemnmana Ha
OCHOB1 KOHBEEPHOTO TOHOBJICHHS CEKPETHOro OIHAPHOTO €JEeMEHTa, 10 BUKOPUCTOBYETHCS IS
(GopMyBaHHSI CEKpPETHOrO KJloua IIU(PpPYBaHHSA JIEradi30BaHUMU aOOHEHTaMHM  BIIKPHUTOI
KOMI'IOTepHOI Mepexi. Ha BiMiHY BijJl KJIaCHYHOTO MPOTOKOJY AITOPUTM, IO 3aIpPONOHOBAHO,
BUIBHUH B1J] aTaKU TUITY «IIOJIMHA TOCEPEINHIDY.

Kawuosi ciaoBa: He3BinHI nomiHomu, mnons [amya, marpuui lamya 1 diGonayui,
KPUINITOCTIHKICTD MPOTOKOITY.
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